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Key Findings

Malware Downloads in Chinese Mainland ‘ 22.3%

Jun.25th Jul.2nd Jul.9th Jul.16th Jul.23th

Top 5 Faimiles of Propagated Malware
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Backdoored Websites in Chinese Mainland 4 198%

Jun.25th Jul.2nd Jul.9th Jul.16th Jul.23th

Distribution of Backdoored Websites in Chinese Mainland

2>

® COM = NET = ORG = Others

Phishing Websites Targeting Websites in Chinese Mainland f 60.3%

Jun.25th Jul.2nd Jul.9th Jul.16th Jul.23th



Distribution of Phishing Websites Targeting Websites in Chinese
Mainland
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New Vulnerabilities Collected by CNVD t 29.4%

Jun.25th Jul.2nd Jul.9th Jul.16th Jul.23th

Types of Vunlnerabilities

= High-risk ® Medium-risk = Low-risk

marks the same number as last week; * marks an increase from last week; ‘ marks a decrease from last week

74\



Incident Handling

This week, CNCERT has handled 3537 network security incidents, 68 of which were cross-border
ones, by coordinating ISPs, domain registrars, mobile phone application stores, branches of
CNCERT and our international partners. Specifically, CNCERT has coordinated domestic and
overseas domain registrars, international CERTs, and the other organizations to handle 92
phishing incidents. And CNCERT has coordinated 11 malware download providers to handle 11

malicious URLSs of the mobile malware.



About CNCERT

The National Computer Network Emergency Response Technical Team / Coordination Center of
China (CNCERT or CNCERT/CC) is a non-governmental, non-profitable organization of network
security technical coordination. Since its foundation in Sep.2002, CNCERT has dedicated to
carrying out the work of preventing, detecting, warning and handling China network security
incidents under the policy of “positive prevention, timely detection, prompt response, guaranteed
recovery”, to maintain the safety of China public Internet and ensure the safe operation of the
information network infrastructures and the vital information systems. Branches of CNCERT

spread in 31 provinces, autonomous regions, and municipalities in Chinese Mainland.

CNCERT is active in developing international cooperation and is a window of network security
incidents handling to the world. As a full member of the famous international network security
cooperative organization FIRST and one of the initiators of APCERT, CNCERT devotes itself to
building a prompt response and coordination handling mechanism of cross-border network
security incidents. By 2022, CNCERT has established “CNCERT International Partners”

relationships with 285 organizations from 82 countries or regions.
Contact us

Should you have any comments or suggestions on the Weekly Report of CNCERT, please contact

our editors.

Duty Editor: Gao Chuan
Website: www.cert.org.cn

Email: cncert_report@cert.org.cn
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